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(57) Abstract: 

PROBLEM TO BE SOLVED: To enable a printer to 
directly retrieve a file from a file source based on 
authorization to a client by making a print server issue 
a certificate that guarantees authority for a print 
server to access a document. 

SOLUTION: A user 20 requests a document source 10 
for desire to print a document through communication 1. 
The source 10 or the owner of the document produces a 
keeping certificate based on the specific user's request 
and gives the keeping certificate to the requesting user 
through communication 2. The user 20 receives the 
keeping certificate, produces a print request and sends 
the print request to a print server 30 through 
communication 3. The server 30 requests the source 10 
for the document through communication 4 and gives the 
keeping certificate verifying that a printer is allowed 
to acquire the document. After the source 10 confirms 
the printer and confirms that the certificate is not 
changed, it sends the document to the printer through 



communication 5. 
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(cryptolope) (CTiIffi$tl^"BlA"^: #-TSrL-if<Z)n.— !f I D^y y y ^ I D, Jgicyr 

[00 3 1] yyy*tf)*>;/ VD->7 ■ 7Kl/7.*-t-tfy-f-;UKS: 

CH^©^66o^Jffi] *SW!>7vtA, ^j£&l>*yn @S^II^S«*Ac, /n*x>7- K=bL<{iffi 

i^Atijgic. n-y (7^7>s) 20, x»y- <Dimmm. 

X 1 0&tJfyy > h • -9— A3 OCDK<7Xff^G3Sta$:^ 50 [0 0 3 6] @l £#fig-f i— tf 2 0J±"@H#" 
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mmmz&i-mv. tmm*t:&&u mms^Lx 
tmm&z^v y h • ^-Atcant-tSo wmmmt. 

fr£*!5£-f-5. xsy-xicpffu %m 

[0 0 3 7] yj>h • -9— A3 OlttfV-Xl OIC 

vy* tf*<D%mzmm-?z>z. tzm-njznx^zzt 

ZffiE? S@S£tiE(9!S£^t-S. 7'J > h • -9— Ate 

se^^> i ot!)\ wfflxmm&wm 9 7 9 5 0 5 # 

( I BM Rr V h1&-§-AM9 - 9 7-0 53) "SECURE 
CONFIGURATION OF A DIGITAL CERTIFICATE FOR APRINTE 
R OR OTHER NETWORK DEVICE" (#H£HBffigS) T'ffljjk 

•€-0>7"D y h • t-yW^'j > h • u-A«%tfnS 

[0 0 3 8] #S8SE<z>|l»J#Sa£IiEiESptyc, yy 

(D7 J -JVF (itie>tea.— «f««BKSSEDi 

fv-x(i*t, ^T^i/SJSfcLT^S^y:/*;!*. 
a— j: y - * ic*f urf gsts ti^o t m-<z> 
-/vyzT'&zztzmzT'g&o x»y-^te*fe. 

[0039] xsy-^. i 0#®B£5H)iS&£fr*'5 
X»y-^iOttr©fiEW»*«iaRJc, i#(cj: 

y*fijjc58ffsnfe : b©T»s*»&aaBTSs. x*y 
- x te f^* )\&&&&&m-ftte<Dftm * - & j§ ^ 

5tt^*i'ItT*fe^ t ^y-xte-e©^^ 

-3:/vyi>rLMlCjttUT^-f£3i:tCj:y. ^y*;U 
*&&«SarC£S. £»y-;*tt&tc SUSnfeSM 

yu>f ID^if) /*3EX3*VO«&v*£i:&a3B 

IU6WIT*te i»y-^tt«ffS*ifc*eitsiiEW»^ 
*tLT. SBS'JflBt (^$^7 7^;!/^^^- 

iftctys^jtc^anfeyy >*<di d&£) 4, •?• 



(8) m&S3 2 1 80 1 7* 
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Xte©SgiE^S^©iiL##$:#ML, $8*T£*vf-S 

[0040] yy>^^-en*^5Si--5^y'j>^T' 

&53fc&5ilgU @S#Ii^S*\ iscsv-xicty 

«tf a tifc t<cD^ e>^js $ ^3 n sms l 
ft. £Sv-xteii«5 5:/i-LT, xaf&s^jcyy > 

[0041] xmKDmnmmMtf 

10 @3(C^$tU -€-ZlT'teyy>K • -9— A3 O^i&SIW 

tcgc^^jg^ a ptycfe y , y y > * nmi^cMm? v 
■txt>\ "avt ■ yy K • *-"{cj:y, sfeteflfi©^ 

• V-X--9— Al O&tfci— y/*5-f7>h2 0 
te H-©«^»C5^te«^K:&oT*ifc<T*>J: 

B8lic, -?vy*. *5W7>h&t>*-9— a{£ itffy 
20 ?toi{§yy*£*i#s. 

[0 0 4 2] BUKR<D*H^$:^ffli-St, =L— !f2 0te 
4t^<Z)yT-f;i/(7)fe«)fc. -9— Ai o^e>«BS8WMf 
5rH^§„ g#i:-#i(C, n— 9*2 0te{BSan«a 
^e>-9-^t 1 OUzl— !f©7 s £?#;uiiEq»SiSflrr 
*. -9— A 10*?. I^-fSH*??^^®?^ 

=foJ:VV -lt-;U0*\ rL-if2 0tf77^;i/Affl 
30 7*iZ*&lfBrS*lfci:;W»ft-Sfc, -9-A1 OteBUxE 

«-t*. 3.— 9*te3.— ya^flDjRffl^r-Srfla^TSB* 

^ffl^ydf-n/fEWtf^&sWELfe^y y*oy£ffl*~ * 

fll^TWf^ft-rS. 3.— 9 1 2 OttWCEPWR**:. Bff* 
-ft$tif_WS#SEW®i:-^lc. yy > h • -9-/\'3 0 
3CD@S^liE0fSte. -9— /t©S«9!ls&. H 

* 7 T -f I/'VD / N' X 5: t>*"9 - y\* CDfi^ ^ - & ffl V n T 1&jr 
40 ft$4l^-9-/^T : ^^;b§^$:^„ WJ^X^A*^ 

«wbs*ifc««*SEW»s:5iflrr6 i:. yy 

[0 0 4 3] El4te. WJi/X^A3 0^O7;7-feXS: 

frs-fo 7>)y9 3 0imi&moy7>7^'®m x )*h%: 
7i7-feX*tPSA-^EZL— if 2 0^«b^fS$tl 

^>T : i/^;i/il^P , gT'^$^#s 0 7^7-fex$:M#-r 
50 -t#a.yT--f«ffl»iFBrs3&sft^3.— y*»6«a-t«z 
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[0 0 4 4] 7^irX&M#-r^>^.— tFti. Zl^LfeM 

-fvytizmm-tz (4 0i) . yy>*(in 

a— yffflizmmmme oizmw-tz (4 o 2) . w 

Mi/XT -AttrntL =l— 9»®^BB*-&*U -f*i*«S 
,$f A . ^ >yir _^^ gi - s (403), a— tftt* -y 

fcigflW* (4 0 4) . PWh>x-rA*>\ 

3.— \f<D£ffl*c-iz «fc y «HKrr*. u y±)v • 

* y -fe - yK-^Stt-S*^ EPWIS/^-t- Alio,— If tf-f 

[004 5] T^-feX^tt. !S±5i5i$nf-T^-fe 
*1W»U*h (ACL) fC*tLT^x>y^$n-So 31 

x> K • a.— ytta«|ya^«:«BT»* 
S£WT*&3„ PWUC H3tCj3frt&:x— * 2 0©7* 

[0 0 4 6] B 3 yu>*|*a.— !f2 0 

S:9BSSEW»t-*Sfc-9— y^JciSflM-S. -t-CDflR. IE 

zo&'jzjvmmz* m-^mm\\m^2 7950 

5-f- (I BMK<T«; h#fAM9-9 7-0 5 3) "SEC 
URE CONFIGURATION OFA DIGITAL CERTIFICATE FOR A PR 
INTER OR OTHER NETWORK DEVICE"T'jil^e>tl^>7 , 'n-feX 

y flats 

[0 0 4 7] *KWJcyj>*©7 : 2;4r;beqWFJi. y 

iitf^n 12 x tc j. y f^sRs y > # ©a t#-§\ 
y y > * o^TK&^Rzf* 7 y > * ©S£i#& 
if 0>SE9»S® j: y fiat s n-s^^T 1 - * * - 7. (C 
§B£S£4i,&„ 7*:?*;i'KIII!V#9*£ft&£& y"Vy 

^-tC^yBf^-ftStifcZixilll— ©fiSte^t/. SHU 

-y'<n j m2<D%v-ftzmM-t2>f-&>izwB£tiz>. 



(9) ^^3 2 1 8 0 1 m 
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mm*ffi£*c-iz&ym^itu yy>*icjgft-f-.g>„ 

#l£i-£^*-£^-*^-X;fr"b©t5^f-tC 

:/y>*icli<*&i£*u ^©-r-^-xicfBtS^ti 
zw&*—i)\ ?v ytt^mtnmx'Tytjmwm 
*£M-tz>tztt>{zmi2nz>tz:vT'&z>. z.?Ltzm& 

io iztemmznte\,\ momfcmxitm 

RSI BE^a-fe^*qft»«fBi!c#v»«3i:S**n©±. 

So 

[0 0 4 8] yy-^Jl - -^-Al OtRklZ. y°Vy*-fr 

yy-om&t-mizmwgimwzffim-t&o 

[0 0 4 9] -7Vy#li.£fr&2(DW&*— : S:$-f&U 

1MB* - * li^ y > ^ ©4»B* - vf *Mv \ 
t~yT-(j\sZy°Vy-!Hzmm-rz>* y"vy*if7r-l)i 

d r-H^§"ffc<i:y : fo>l^^e J T'fe-g>o tot. ItfSf^-Bf 

30 ««^y>*tcj:y^fTS*v»s. ^©^. ^y>^{±ra 

[0 0 5 0] Hf^-^IUgM : J^TT'li. «^Hffll§[m 
li TSTOJ** tz.\$m&V> 1 n tf- SJR^-t* «fc o 

iz, m— ©PP«!i3 tr-«wfc?fr*«ipjs:iE3is ufcv ^ t 

^nfc^rS^x^-^stu y'vyfiizm&t&i&P'V 
tBgt&tvz*. yx'rUtm<Dy'vyzZyyb'5*T 
fc«fey^si-sz:tfc«i:y, f£i$ta#s„ tot, 3 
©is^©^"y :/y >^^-e4x^e#^^iiiL. 

•5Z:i:**priig^J:o{C. &±X'&£s<gX'ib&. 
[0 0 5 1] mSZ^m-f&t. x>K-a— «f2 0 
50 tt. a-if^^©EPS!lnrit|3&=if-$:PAL^^z:i: 
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&*Wrf5 (50 1) . ZKZ>A-S/3>{£, T7*-V>y 

e>«:ir\ii:se»fe>n6 (5 0 2) . a— yHifjfclcSN 
MPS»l4fiV\ 7 r U>**»e.SEBWFS:»»-r* (5 0 

3) . zzn-?vy*<Mzm*-timwt, -7vy*fo 

0SNMP MI &\ZUm.Zn&*j<b£®M-t S (50 

4) . fyjz£tf>«k-i>lC, yj>*®4»l*-aEW»i. ^ 
y>*&ra*S©K<B«ftflWli:-SKC. -7Vy$<D 

■tfftfe. ffiJS£JH#ii, yy>*#n.— 9Hfi£mt&*sm 

7V y* T°2bZ> Z £ &#l££*lft W*U£ft *>ft V yfr&T? 
SE«*«tffiiS»l#(CiSffSn« (50 5»150 

7) . 

[0 0 5 2] fflJS§£#tiU «ISfiE9!»€:a— 

(5 0 8) . rL-ift±gg#|iE^SS.t>'a}|{g||#© 

uRL&yj>h --y— AtcsstBrs (509) . 
y*& $myT<<jM:9m-r&r=.toiz\ wisum* 
&xf?'vy*®.wmz'£ts*vb-v$:. &wmm/-* 
-Atcam-rs (sis). 
[0053] ma^t«^fe«>ffl«wxs:fft«u 

ftSnS (5 2 0) . 

[0054] mmLitZtitz.-S&tfy'v y h • »- /tic 
K^t^n. -tiTPnwstis. 7v y h • -9— Aim% 

itScm^-7-jilKWML (52 5), 7y>**«* 
[0 0 5 5] yj>^tifffeftWJ^3^II^U m 

mtX&tfzfV y* 5 3 0 KigfiSfts (530). y 
u>*ttin*WftswTf*63fcS:»u zfvy 

V • (5 3 5) 0 D— Ait* 

— *5S6fltU (54 0) , #-t##:/y>*<z>4*IB*- 

[00 5 6] SuKfirott^tc^v \ #$§t9§(J:/n $ > 
y-y7hf>i7, 77-A7x7, A-K7i7it 

[0057] nyy^o.-^mtUVsimyu^L.- n- 
K£W"f ^^©SSI&ayn ^ SIM* 
tt&S&Sft £©. 1 oRiKO * &g ajfg$g 



(10) #rFfS3 2 1 8 0 1 7^- 
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*HST'dMStl5ffl|§"ISS (article of manufactur 

e) n Rzr=iy^^-s ■ 7*ny7^fia"n *^yi£ 

g±* fettfiaasMrt ft 2fcDffiso> 

tmwuiic. (*^ic*Actt-^wtc) #«-rs=i> 

[0058] tb^mm^^yu^i^ • a- K©mg 
10 wz&m+z. f it. zi*ie><D^=Ey*fett«^a 

©^^v^a^fcMMfcVrv^fcLT, 7uifyh, 
[0 0 5 9] *%UISKtt. Sj£ (M-K) • 
RAM, ROM, PROM^ilW^fiJ^ 

^i*#l** >y h v- 9 • y*Tl*/mm Vy? *<£ts. 

[0 0 6 0] ^fg^SieH-SVi/^JiloRJlCD^ta 
i/^ASr-^*, WfeCttCPU, *^y/8B«B 

s. afty>^7, am/eiii§g. -y— a i/ois 
g, y y > ^ & tzittmi zmm-tz 1 -o^irnvmy 

V, M^-tiy^h^aiT, 77-A7i7, A-K7i 

[0 0 6 1] • -y->fx>^k:B8*>*a«# 

30 T'fetl«, tuizE©J:e)lC^Sn-2>y7' H7I75:. jg 
«Jfttflffl©*fe»*fWI5IttG>=l>tra-* • /N — K7i 

- * > h Sr^atC^-TS 3 £ #T*S J: e>. 

[0062] xmrntrvit* mwr7T^)Vjkvricm n 

40 zwmrz. t~£&mm"*wtmmznz>m&iz^ 
*<n&vfc^"7T4 )v"<Dmmttmm-£ftz>o ftifft 

[oo6 3] *iBimrT?tiu mwryvy*\ " 
■7V y b • v-rt"MFwmy7Tis\*£m*im^$i 

ffi$tis„ ^y>^cDaiB(cov>Tjz&^'Dti-2>i:^, ^ 

7^y>^, -fftfrt.wj^-^A-^, ^"y>N--y— /n' 
*Ltc\f7v ymm^m^cowt^m^-t^t^z^ 

50 gftH^K^SnTV^tCDilMjrfSo JltC 77 
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[0 0 64] tfz. m&yTJAfM—rr* "77-f 

[0 0 6 5] *i:«)4:LT, *fg^©^(CH§LTJ^T 

[00 6 6] (1) -f>*-*y h&^LT, 7 7>f;i/ 
• tf-rtKHWE-T S77>f;i/S:PP«!|-rS7J?ST**>oT, 
miO)ni/\Za.—9 • i/^^z^^mEyr^JV • -9 

!8iai#tCjE6«FLT. Miyr^JV- -9— /**»e> 
tuia^l «=i> f a.-^ • j/x-rAK, iuia^icon> 
fcTa-* • i/^fiffl'f >#-*>v h • 7 Kl/*fr£ 
tf, tuiB7 7-Y;U&g#t-'5f-*blC^ , U>h --9— /\*(C 

^caMr***^?:/*:, itna^y>s • 

IE77-f;i/- -9— Ate, tiri27 7>f;i/&»#U miy 

tiSll&IBIRIifttf, tui3^1<Dn>t:°a-^ • i/x^A 
IB7 7-Y;i> • -9— AfrbiME.y'V > h • -9— AfcafflB? 

T-oizmwtzxTvy'iiZ'Sti. ism. 
(2) -f>*-*vhS:^uTaMi«sttan*!isifl!)3 
>t*3.-^ • >>*-^a, yy > h • -9— /^t>'77-r;i/ 

«n>f^-^ • •>X7 i A{cj:UsfriB77^>'l/--9— A 

(c, 7 7>f;i/&PPJW-r«*»s:»#'t*¥ai:. b&ibm 40 
mzm&LX, miyr4)\>- -9— /ttcfcumBflU® 
n>£a-# • i/x-^Atc^f^tu mzyr-uv- -9- 

-A'©f-*i>'^;i/S^S.t>*BylB7 7-f;i/ • 

-*>v h • 7 K I/* BuIB7 7-f;U&S^f Sfe 

^icmna^'j > h • -9-akj: y^tsnsflWRS:* 
iB^y y h • -9— A{c«fgBaiEW«saMsi-4#®i:. m 

IB^U > h • ■9-/'N'^e>B5IB7 7-f ;i/ • -9--7MC, i5IB 



4#I^3 2 1 80 1 7-S§- 
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7-f ;i/ • -9— /ttcj: *)mmmm<z>fa&fr<i. -g-^n-s 

Suf BIBBS**, ItTlBm 1 <D =1 > hTa. - # ■ i/X-r AtC?§ 

*yiB7 7>r;i/ • *-A*»6tMa^y > h • v—xk. 
wx&7 7 << n>*&mt *<y bv-y • 

(3) fgltf>n>ea-* • S/*f AftT'|g*T$*Vg>7J 
ffit'feol, 77-f;U--9— AlC#3£f 577^f;i/5:* 

B?ifB^>y bv-yzmcx. wmyr-oi- -9- 
-/N'fciifi-t5^7 i ^7' , t, ttna77-Y;u- -9— A^e> 

buIB* >y S 9 - * &ii CT, buIB7 7 -f ;b ■ -9-A<Df 
*J9)\MZ,*:tt. Wfflyy-(Jl$:f$M-fZ>tztb<DmBk 

mvxmiy'vytizmu m7v>*im^-cwffiy 
r4Jizmzy7'()i--v--sifrib\a&y3Lv : ?u $j 
mirzztZeimiz-f&XTvy'tZ'Sti. 7?& 

(4) 77-T;b • -9— A(C^Rt-r-577-r;b$:y i E- k 

• 7°y>*tcj:ywJi-sn*£, h^-^SriiC 
TttriB77-f;i/--9-A{ciSififs#©i:, mzyrJ 

SB77-<;i' • -9— ^0>-ri?*;t/^&$:-gtf, StJiB7 7-r 
;i/&StflB*>y hV-yZmexmEV^- h -^'J^* 
(C«fc y BW-f Sfc»®tttBi:, BufatRS&afriB* >y h C 
-yzmuxmiy'vyy.izmu my°vy*tm^x 
mzy ?J Jizm&y 74 • ■v--/ifrt>m&y ^v?- 

y\£=L-% ■ y7fA„ 

(5) Buiffl4PS* ! :S5fa77-r;KZ)efitc||§-tS'ff$g5:-^ 
ti\ huIB (4) IB^<7j>>xf A. 

(6) WBWBWfflWB^T-f ;b • -9— X<Dffim,RXfWj 
U7 74JWDrtX&&tt % taiE (4) tsmn/XT A 0 

(7) 7 7^;i/-^-/^T'l^f$tl-2>7?iST'feoT, 
^10=r>tf^-^ • i/X^A^e>C7). BtfffB77-r;i/- 

■9-/Mc#«-r^ 7 7-f ;i/^.co7 y •ty.ffl&iztti-zm 
mzfc&LX. / mio)ziy\±3.-y. ■ */*7-Afr&*y 

NC-^&iiCT^y^S • -9— AtcaiStiS, tWB7 

BHfiT^-fe^&ii#-r*«fiB^ , y > h • -9— /t^e>, t& 

IB* y h »7- ^7 5:j1DT, l5IB4tRB©fiE^S:gff -T-S 
Xf7 7"^ HuiBII^S^P'il^&iiDT, B«iBIE^SA\ 

8513^1 ©=2>l^rL-^ • v7,-f A(C-^X.'btl^:0Oi:[Bl 

BuiB7 7-f;u5:BtfiB7 p y > h • -9-/^CKlfIt--2)^T->v 
^fcSrStf, 7J& 

(8) y^e- h • 7*J yh ■ -9—XiZ£2>y7J)i ■ -9- 
-X\Z&&tZ>7 7>( ;i/^C7). Kr7-;7£:frf 57 
^■fex^PS®7c«?)<7)ll^$:. Ii©n>^-ii • yy. 
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zmtr&r-Mzmzyy-vi • -9— y\*tc«fcy£<gi;£ 
nzmnzstj. ^y\za.-2m&L*imm#±c> ; r- 

ilE77'f ^/ftttE^U > h • -9— yN*{c^-rs#@i: 

(10) itjiB^-^^^SuiB^T-r^ • -v—jwtm 

WsM77-4)UDA^ iofB^r-f • -9— A©fy 

* ^& H aofitrlB 7 r -f • -9— Afc «t y ft& 
aftfe«BEf f -#«Bi©H«»-»S-^tr, SufB (8) IB 

(11) tWBx-d'OBi*^ tfflBR#l*T*llJ£S*i*:7 
U > h • "9— A*CD-7°l! I D&t>** <y bV—7 • 7 K 

atria (8) &Mff>7T 4 

(12) ^"'J y b • -b— ^'P*3T-||^f$tV.i.*?ST'*>o 
T, mKDZiy^a.-^ • >>XfArofeAtC. BuSB^l 

77-<jl/-f-A^-y h9-^&^-UT7r-r;i/$: 

r-r;b • -9— rtfrbcDimzmE-rzt-itoiz. whet'v 

y h • -9— AtC «fc O^t^tlS^^tflEWS&S 
LXMi7 7-^)1 • -9— /NXi3Ht-r'5^7=->V7*t, tulB 

7 7"f;u$rfffiB7'T-f;b • -9— Afr'bgm-t-zx'rvy' 

(13) ^i<z>n>fcra.-* • i/x9-2±(Dfcisbiz. m& 

T, 77-< ;U • -9— A^e>*y N9-^7S:/rUT7T-f 
JlZtkmu "7"U > H • -9— Atc«fc ySIW-tsfcftogi 

#«:»i-ts#«i:, sinBn* tmzgmzt^ m&7 

> h • -9— Ate J: yi&BfcSnsflBS*^. n> 

-r- * &ig£ftFiB* h ? - * LTJtuiB? r -f ;b • 
-9— AfcizHrrs#@£, imyy-ov^miyy^^ 

■ -y—rtfrt>satLT$m-i-&¥8t£ z&ti. ?v y b 

• it- A. 

(14) luIBliPSSrfillEf SfcAfC^tStl-S-tf^ 



mfr&3 218017^ 
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(i3) msmztvyv • -9— a„ 

(1 5) ^KDn^fcTi-* • S/X-rA, ^2<3D3>e 
J--* • y7.7-2±RZfm3(Dayt;=L-$ ■ i/X7-2±(D 

2<Dny¥=L-# • >>x7^fre>i(jiBfu©:a:/e:a- 

X9-^7't. «ufBH*lCftv§FLT. tufBmi©3>lfa. 
-5 • i/X7 L A^e>gfj|B^2<Z)r3>^-^ • S/X-rA 
{C, BtjfB-77'-<;i/$:S*-rS/c«t)tCBulB^30)=l>e^ 

• yxT^izzVimtstizmnzstK ttnass 

3 0C»n>t:*n-^ • i/X-^AtC®$tu |tflB^l(7)=i> 

^a.-^? • ^x^Atcfcyfgii^n-siE^&^T-rs 
TJrvyh, mzmzanytfa.-* • ^^T-A^e>sff 

iaH3CDn>^a.-^ • i/X^AlC, IsfiBIE^S&tKftr 
fB^r-f^^mii^&iiifff Sx^^^i:, BfffBB3 
<D^iyif=L-9 • i/x-T-A^A>Stifa^i^>=i>tfa.-^ 
• i/xfAC. iitJiB-7r>r;i/&H#U KT'r-f 

tfJlB^lCDn^hfi-^ • i/X^AtCj; 

•g-*tvstuiBiKg^ i5iB^2(Z)=i>tfa.-^ • 

-«% mz7 7^;i^mtsm3<Dnyif=L-9 • £>x-^a 
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